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Physical Security




CHURCH

Buttons were meant
to be




CHURCH

Vectors of X

A Keyboards / Mice
A Media
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Solutions

A Restrict access
A passwords
A Restrict Options




mmu PhoenixBIDS Setup Utility
Main Advanced Security Pouwer Boot Exit

Item Specific Help

supervisor Password Is: Clear
User Passuword Is: Clear

Supervisor Password
Set User Passuord [Enter] controls access to the

[Enterl setup utility.

Passuord on boot: [Disabled]

Help Select Itenm Change Values Setup Defaults
Exit select Menu Select » Sub-Menu Save and Exit



mmu PhoenizBI0S Setup Utility
Main Advanced Security Pouwer Boot Exit

Item Specific Help

-Renovabhle Devices
Legacy Floppy Drives
-Hard Drive Keys used to view or
UMuware Uirtwal SCSI Hard Drive (0:0) configure devices:
<{Enter> expands or
CD-ROM Drive collapses devices with

Network boot from AMD Am?9CI70A a+ or -

{Ctrl+Enter> expands
all

<Shift + 1> enables or
disables a device.

<+» and <-> moves the
device up or douwn.

<n> May move removable
device between Hard
Disk or Removable Disk
<d> Remove a device

that is not installed.

Help Select Itenm Change Ualues Setup Defaults
Exit Select Menu Select » Sub-Menu Save and Exit
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Recovering Usability

A Remote PowefF

A Extension Cables
A Stash a




Software Security
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Using Active Directory / Group Policy

A Create arDUfor computers and users
A Create auserpolicy
A Create a policy
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Il Active Directory

@ Active Direckary Users and Compl #
+-|_ 7] Saved Queries =
=9 theheights.org Mame Type Diescription

+-|_7] Builtin lgTHEIIiZ-IiZH}:iIN-I Zompuker

check-In = THEC-CHKIN-Z Computer

+-[8 THEC-CHKIN-1 = THEC-CHKIN-3 Camputer

+- 8 THEC-CHKIN-2 [ THEC-CHEIN-4 Computer

¥[8 THEC-CHKIN-3 = THEC-CHEIN-S Computer

+ THEC-CHEIMN-4 [ THEC-CHKIN-G Computer

+- B THBC-CHKIN-5 = THEC-CHKIN-7 Computer

* =y THEC-CHRIN-6 =) THEC-CHEIN-5 Compuket
-
-
-
-

THEC-CHRIN-7 =) THEC-CHEIN-9 Compuket
THBC-CHKIN-8

THEC-CHEIN-9
7 THBC Check-In
[:I Computers
] Contactks
Domain Conkrollers
I:l ForeignSecurityPrincipals
i

. - 5

€% THEC Check-In User

W




Policies

Check-ln — User
Data collected on: 5142008 7:45:05 PM

Computer Configuration {Enabled)
Mo settings defined.

User Configuration {Enabled)

Windows Settings
Scripts

Logon

Mame

CreateCeckinlcon.vbs

ErterActivityCode vbs

CHURCH




CHURCH

CreateCheckinlcon.vbs

set WshShell =
WScript.CreateObject (" WScript.Shell

strDesktop =
WshShell.SpecialFolders ("Desktop")

set oUrlLink =
WshShell.CreateShortcut ( strDesktop &
"\ Fellowship One Check - in.Ink™)

oUrlLink.TargetPath =

"%ProgramFiles % Fellowship

Technologies \ Fellowship One Check -1in
2.5 \ AppStart.exe"

oUrlLink.Save




EnterActivityCode.vbs

set objShell =
CreateObject (" Wscript.Shell

objShell.LRun (" \\ dc08 -
server \ packages \ check -
in \ EnterActivityCode.exe 6789")
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mmll Administrative Templates
Control Panel

Policy Setting
Prohibit access to the Control Panel Enabled

Deslktop

Policy Setting
Lo not add shares of recently opened Enabled
documents to My Metwork Places

Ciont save settings at exit Enabled
Hide Intemet Explorericon on desldop Erabled
Hide My Metwork Places icon on desktop Enabled
Prevent adding, dragging, dropping and closing  Enabled
the Taskbars toolbars

Prohibit adjusting desldop toolbars Erabled
Prohibit user from changing My Documents path  Enabled
Remove My Computer icon on the desldop Erabled

Remove My Documents icon on the desldop Enabled

Remove Recycle Bin icon from desktop Enabled
Femove the Desktop Cleanup VWizard Enabled
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il EE———
Control Panel
Desktop
Deslktop/Active Deslkdop

Policy Setting
Lizable Active Deskdop Enabled
Disallows HTML and Jpg Wallpaper

Start Menu and Taskbar

Policy Setting
Clear history of recenthy opened documents on exit Enabled
Do not display any custom toolbars in the taskbar Enabled
Lock the Taskbar Enabled
Prevent changes to Taskbar and Start Menu Settings Enabled
Femove access to the contesd menus for the taskbar Enabled
Remove Al Programs list from the Start menu Enabled
Remove Balloon Tips on Stat Menu items Enabled
Remove common program groups from Start Menu Enabled
Remove Documerts menu from Start Menu Enabled
Remove Drag-and-drop contesd menus on the Start Menu Enabled
Remove Favortes menu from Start Menu Enabled
Remove frequert programs list from the Start Menu Enabled




Remove Help menu from Start Menu

Femove links and ac 1 Windows Update
Remove Logoff on the Start Menu

Remove My Documents icon from Start Menu
Remove My Music icon from Start Menu

Remove My Metwork Places icon from Start Menu
Remove My Pictures icon from Start Menu

Remove Metwork Connections from Start Menu
Remove pinned progra it from the Start Menu
Remove programs on Settings menu

iemaove Fun menu from Start Menu

Remove Search menu from Start Menu

Femove Se gram A s and Defaults from Start menu
Remowve the "Undoc " button from the Start Menu
Remove user's folders from the Start Menu

Tum off notification area cleanup

Tum off personalized menus
Tum off user tracking

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

CHURCH
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i -

Policy Setting
Tum off Autoplay Enabled
Tum off Autoplay on: CO-ROM drives

System/Cird +Alt +Del Options

Policy Setting
Remaove Change Password Enabled
Remaove Lock Computer Enabled

System/Logon

Policy Setting

Do nat process the legacy nn list Disabled
Do nat process the run once list Enabled

Bun these programs at niser logon Frnahled

Windows Components/Intemet Explorer/Browser menus

Policy Setting
Disable Context menu Enablzed
File menu: Disable Mew menu option Enabled
File menu: Disable Open menu option Enabled
File menu: Disable Save As Web Page Complete Enabled
File menu: Disable Save As... menu option Enabled
Hide Favortes menu Enablzed
Tools menu: Disable Intemet Options... menu option Enabled




Windows Components/Intemet Explorer/Toolbars

Policy Setting
Configure Toolbar Buttons Enabled
Show Back button Disabled
Show Forward button Digabled
Show Stop button Dizabled
Show Refresh button Digabled
Show Home button Digabled
Show Search button Disabled
Show Favortes button Disabled
Show History button Disabled
Show Folders button Disabled
Show Fullscreen button Digabled
Show Tools button Digabled
Showe Mail button Digabled
Show Fort size button Digabled
Show Print button Disabled
Show Edit button Disabled
Show Discussions button Dizabled
Show Cut button Dizabled
Show Copy button Dizabled
Show Paste button Dizabled
Show Encoding button Dizabled

Policy Setting
Digable customizing browser toolbar buttans Enabled
Disable customizing browser toolbars Enabled

BExtra Registry Settings

Digplay names for some settings cannot be found. You might be able to resolve this issue by updating the .ADM files used by
Group Palicy Management.

Setting State
Software*ELD Touchsystems HideCursor 1
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Policies

A Assign the Cheela

A Use Orca to create M9
ALLUSERS=2 property

Grant to Checkn Folder--
LockPermissions

A AddMSland to Machine Group Policy




~ * fallowshiponecheckin2_5.msi - Orca
File Edit Tables | Transform  Tools  Wew Help

D=[E] &

| Tables

AckionTexk

AdminExecuteser
AdminlJISegquence
AdvkExecuteSeqr

CHURCH

apply Transform. .. —

Wiew Patch. ..
Generate Transhakm, . .
Zlase Transharm,. .

Transfatm Broperties., ..

advtUISequence
AppId
AppSearch
BEControl
Billboard
Binary
BindImage
CCP3earch
CheckBox
Class
ComboBox
Complocakor
Complus
Camponent
Condition
Cantrol
ControlZondition
ControlEwent
CreateFolder
Cuskamackion
Dialog
Direcktory
DrLocatar
DuplicateFile
Environmment
Error

Tables: &3

[

Mo table is selected.

INo column is selected.




~* fellowshiponecheckin2_5.msi {transformed by Untitled) - Orca

File Edit Tables Transform Tools

Wiew Help

CHURCH

D3| & |B| @5

| ¥|=e| ==

Tables

[~

Properhy

| ¥alue

ListBox

LiskVienw
LockPermissions
MIME

Media
ModuleComponents
ModuleSignature
MaoveFile
Msifssembly
Msifssemblytame
MsiDigitalCerkificate
M=iDigitalSignature
MsiFileHash
MsiPatchHeaders
QDB Atribute
ODBECDataSource
ODBCDriver
CDBCSourcedttribute
QDECTranslator
Patch
PatchPackage
Progld

PublishComponent
RadioButton
Reglocator
Reqiskry
RemoveFile
RemovelniFile

RemoveRegistry
Tables: 83

=1

ARPHELPLINEK

ARPCONTACT

ARPCOMMENTS
ARPURLIMFOABOLT
ProductLanguage
ARPPRODUCTICON
SecureCustomProperties
YSDMETURLMSG

WaDIISMSG
VaSDUIAMDADYERTISED
YSDMETMSG
YSDIMYALIDURLMSG
YSDVERSIONMSG
DefaultLIIFank
AdminMaintenanceForm_Ackion
FolderForm_allUsers
FolderForm_allusersyisible
ErraorDialog

3FF_UpFldrBtn
SFF_MewFldrBtn
[MaintenanceForm_Action
WelcomeForm_Mextdrgs
FolderForm_PrewArgs
FolderForm_Mextérgs
ConfirmInstalForm_Presargs
Admin'elcomeForm_Mextargs
AdminFolderForm_Prewvargs
AdminFolderForm_MNextArgs
AdminConfirmInstalForm_Prewvargs
ALLUSERS

support@Felowshiptech. com
Fellowship Technologies
Fellmwship One Check-in 2.5

hitkp e, Fellowshiptech, com
1033

_GFEFFIEEE21541 7F95F549. exe
MEWERPRODUCTFOLUND

This setup requires the \MET Framework wersion [1]. Please instal,
This setup requires Internet Information Server 4.0 or higher and.
This advertised application will nok be installed because it might be.
This setup requires the MET Framewoark version [1]. Please instal.
The specified path '[2] is unawvailable. The Inkernet Information 5..
Unable to install because a newer version of this product is alread.

WedDefaultJIFont, 524F4245_5254 5341 _4C45 534153733400
Repair

ME

1

ErrorDialog

IUpFldrBtn

MewFldrBEn

Repair

FolderForm
WelcomeFarm
ConfirmInstallForm
FolderForm
AdminFolderFaorm
Adrminvw'elcomeFarm
AdrminConfirmInstallForm
AdrinFolderForm

2

|Property - 38 rows

[value - Localizable[0]
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—~ & fellowshiponecheckin?_5.msi {(transformed by fellowshiponecheckinZ_5.mst) - Orc

File Edit Tables Transform Tools Miew Help
D] &=z =] ==

Tables [ ]
DrLocator Everyone 255455456
DuplicateFile
Environment
Errar
EventMapping
Extension
Feature
FeatureComponents
File
FilesFPCatalog
Faonk
Icon
IniFile
IniLocator
InstallExecuteSequence
InstallUISequence
IsolatedComponent
LaunchCondition
ListBox
Liskiieny

| LockPermissions
MIME
Media
MaduleConmpanents
MaduleSignature
MoveFile
Msifssembly
Msifssemblyame
MsiCigital Certificate
MsiCigitalSignature ;I

Tables: 55 LLockPermissions - 1 row [N column is selected.
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||H|‘|I —~* fellowshiponecheckin2_5.msi (transformed by fellowshiponecheckin2_5.msk) - Drca
File Edit Tables | Transform Tools Wiew Help

D | E’vl Hl ul"':- [ew Transtarm

apply Tramsiorm.., .

| Tables ey pach,
DrLocator Everyone et a s Al )

DuplicateFile
Environment

Close TransForm

Error TransForm Propetties. ..
EventMapping

Extension
Feature
FeatureComponents
File
FileSFPCatalog
Fonk
Icon
IniFile
IniLocatar
InstalExecutesequence
InskallUIsequence
IsolatedComponent
LaunchCondition
LiskBox
ListWiew

| Lackpermissions
MIME
Media
ModuleComponents
ModuleSignature
MoveFile
Msifissembly
Msifssemblyhanme
MsiDigitalCertificate
MsiDigitalSignature ;I

Tables: &8 LockPermissions - 1 row INo colurnn is selected.
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Il

File  Action Wiew Help

= | OmEFER @ E

_E-j' Check-In -- Machine [dc08-server.a | Name £
E@ Computer Configuration Th itame ba shaw in Hhis vi
7 (0 Software Settings ere are no items to show in this view,
o ‘g’ Software installation
-] windows Settings
-0 Administrative Templates
= of e Conrter
-] Software Settings
[:| windaws Settings Select deployment method:
[:I Administrative Templates

| Yersion | Deployment state | Source

= Eublizhed
i~ Assigned

Select this option to configure the Publizhed or Aszigned options,
and to apply modifications to a package.
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File  Action Wew Help

€ - |BE &R B 2E
-_:_f‘f Check-In -- Machine [de0g-server. | Mame Fellowship One Check-in Properties 7| x|
EI@ Compuker Configuration

=[] Software Settings

- mm Software installation
-7 Windaws Setbings odifications or transforme allow vou to customize the package and are
2] a0 kadificat transf I t t th k. d
[:I Admiristrative Templates applied to the package in the order shown in the following list;

El@ User Configuration
[#-[_] Software Settings = Y=
: X rverpackagesiCheck-lnsCheckln.mst fiawe Up
-] Windows Settings =
- Administrative Templates

Generall Deplu:-_l,lmentl Upgradesl Categories  Modifications |Sec:urit_l,l|

Modifications:

fd e Mawn

Bemowve |

Important! Do naot prezs OF, until all tranzforms are added and ordered

cormectly. For maore infarmation, nght-click on the Modificationsz list box, and
then click *hat's thiz?
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Management

A Microsoft the ball on Power Settings in
XP

A EZ GPO Application

A Commissioned bi

A by TerraNovum

A Lets you configure power settings Vi

A Two Parts
Client Agent
Server ADM file

A Alternative¢ powercfg.exe




Base Options Properties

File Ackion Wew Help
Setting l E:-:plain]

& | | B 2 £ b

f—j' Check-In -- Power [de08-server,do . ;?; Baze Options
= @ Computer Configuration
+-[_] Software Setkings . .
Base Option { " Mot Conf d
F-[_] Windows Settings P et
=[] Adminiskrative Templates Display Prope

+-[_] Windows Compaonents (" Dizabled

] EZ GPO by the Environ | Description: :
] System These are the Foweer M anagement Settingz Schema

settings for
1 Mebwork, should enahle Simple Settings Scheme ﬂ

| Printers defaults unle:
] Windows Components | vou are doing FPoweer M anagement Settings Schema Major Yersion |2 3

EZ GPO by the Envi for more infa _ _ . -
. ijstem T Faower M anagement Settings Schema Minar Yersian |E| 3

+1-[_] Metwaork, Control Yanable [Do Mot kodify]

] Printers 5 5 -
H ﬁﬂ Lser Configuration Control Y ariable [Do Mot kModify] J

+-[_ ] Software Setkings
+-[_] Windows Settings
#-[_] Administrative Templates

Mext Setting

ﬂ \ Extended #

(] Cancel | Apply







