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Physical Security



Buttons were meant
to be pressed



Vectors of attackΧ

ÁKeyboards / Mice

ÁBootableMedia



Solutions 

ÁRestrict physicalaccess

ÁSETUPpasswords

ÁRestrict BootOptions







Recovering Usability

ÁRemote Power Button

ÁUSBExtension Cables

ÁStash a keyboard



Software Security



Using Active Directory / Group Policy

ÁCreate an OUfor computers and users

ÁCreate a userpolicy

ÁCreate a machinepolicy



Active Directory OU



UserPolicies



CreateCheckinIcon.vbs

set WshShell = 

WScript.CreateObject (" WScript.Shell ")

strDesktop = 

WshShell.SpecialFolders ("Desktop")

set oUrlLink = 

WshShell.CreateShortcut ( strDesktop & 

" \ Fellowship One Check - in.lnk")

oUrlLink.TargetPath = 

"%ProgramFiles %\ Fellowship 

Technologies \ Fellowship One Check - in 

2.5 \ AppStart.exe"

oUrlLink.Save



EnterActivityCode.vbs

set objShell = 

CreateObject (" Wscript.Shell ")

objShell.Run (" \ \ dc08 -

server \ packages \ check -

in \ EnterActivityCode.exe 6789")













MachinePolicies

ÁAssign the Check-In Application

ÁUse Orca to create MSI Transform

ĞSetALLUSERS=2 property

ĞGrant permissionsto Check-in Folder --
LockPermissions

ÁAdd MSIand MSTto Machine Group Policy















PowerManagement

ÁMicrosoft droppedthe ball on Power Settings in 
XP

ÁAssignEZ GPO Application

ÁCommissioned by EPA

ÁDevelopedby Terra Novum

ÁLets you configure power settings via GPO

ÁTwo Parts
ĞClient Agent

ĞServer ADM file

ÁAlternative ςpowercfg.exe






