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WHAT DO YOU THINK YOUR 

DOING?!?



What are the scary areas?

•Infrastructure

•Applications

•Backups and Maintenance

•The Internet



INFRASTRUCTURE
Is it made of sticks or bricks?



•Cabling and Switches

•Wireless Access Points

•Firewalls

•Proxy Servers

Infrastructure Brick



•Run it to last 10+ years

•Use wall jacks and patch cables

•Patch panels are your friend

•If you can’t tip it, you can’t run it.

Cabling Brick



•Out of Spec cables (330 Feet MAX)

•Wrong type of cable!

•Cat5E or Cat6E (no Cat5)

•Bad patch cables

•Always carry extras

•Cables running along electrical lines and 
fluorescent lights

Common Cabling Gotchaôs



•You get what you pay for

•A “Gig” switch doesn’t mean its “as good as 
the rest”

Switching



•Not enough switches to stay in cable spec

•Chain too many together

•3 is the limit

•Hub and spoke

Switching Gotchaôs



•Know where they are

•Buy one brand and stick with it

•Check your channels

•Security

•802.1x and Group policy

Wireless Access Points



•Test reception with People in the way

•Not throttling public WiFi

•Allowing rogue AP’s to compromise 
security

•Allowing public WiFi on the same network 
as church network!

Wireless Gotchas



•Have one

•Open pin holes, not doors

•Keep it simple

•Audit externally

•Nessus (www.nessus.org)

•Prioritize key traffic types/destinations

Firewalls

http://www.nessus.org/


•Not strict enough rules

•Never look at throughput

•Not throttling low priority traffic

Firewall Gotchas



•Keep your flock safe

•Monitor traffic patterns

•Cache the most hit sites

•Limit’s Internet security exposure

Proxyôs



•Proxy/scan trusted sites

•Underpowered hardware

•Not updating the blacklists

•Not turning on caching

•Turning on caching

Proxy Gotchaôs



APPLICATIONS
Do you reeeealy know what’s out there?



•Spyware/Virus

•User “Add-on”

Unknown Applications



BACKUPS AND MAINTENANCE
It’s not a matter of “if”, it’s a matter of “when”



•Have a plan

•Have a copy offsite

•Disk Space is cheap, so buy enough

•Don’t assume they work, restore it

•Use Volume Shadow Copy and let the user 
do the work

Backups



•Keep your Operating Systems patched

•Try to test upgrades BEFORE the roll out

•Keep users informed

•Don’t do too much at once

Maintenance



THE INTERNET
It’s Everywhere!



•Just because YOU don’t go there…

•Get the biggest pipe you can afford

•Streaming will eat your bandwidth

•Know your usage

•Get a backup connection if you can

Internet Bandwidth



•There’s a LONG way between you and a 
webpage

•Many ways to get from A to B

•It doesn’t have to all be slow, just a section

•Prioritize traffic

•Call your ISP

Internet Performance



THANK YOU!!!!




